Abstract
Introduction
Mobile ad hoc network (MANET) is a type of ad hoc network, which is infrastructure less network. Mobile ad hoc network consist of a collection of wireless mobile nodes that are capable of communicating with each other. Nodes communicate with each other with the help of intermediate nodes. It has dynamic topology i.e. nodes are free to move independently, nodes can join or leave the network whenever needed. Though it is an infrastructure less network hence prone to many attacks.
MANET characteristics and key challenges are presented in [13] . Basically attack is defined as an attempt to destroy or disrupt the normal functionality of the network and violate the basic security goals such as confidentiality, authentication, integrity, availability and non-repudiation. Various security issues are present in Mobile Ad hoc networks [2] . Attacks are of two types: 1) passive attack-which does not destroy or disrupt network but uses the useful information, it violate confidentiality.
2) Active attack-which steal, destroy, manipulate the useful information and as well as disrupt the operations of network. Wormhole attack and black hole attacks are active attacks.
Wormhole Attack
Worm Hole attack consist of two nodes the attacker nodes that are connected to each other with a link basically this link is known as tunnel. The attacker node present in the network at one side captures the packet from the legitimate node and encapsulate the packet and with the help of tunnel transmit it to the other attacker node or malicious node present in the network. It consists of one or two malicious nodes and a tunnel between them.
Wormhole nodes fake a route that is shorter than the original one within the network means it create illusion for the legitimate node so they believe that the route is shorter than the original one. But it is not necessary that the route through wormhole nodes may be shorter. Figure 1 shows example of wormhole [1] . In given Figure 1 , here we have two malicious node A and B connected with each other with the help of a link, the link can be wired or wireless, the link is referred as tunnel, "the wormhole tunnel" through which attacker nodes communicate with each other and all traffic passes through this tunnel.
The tunnel can be formed via in-band channel or by out-of band channel or through high transmission power. In the Figure 1 , node 3 and node 7 are represented as source and destination respectively. So now the source node 3 will forward the packet to the legitimate neighbour i.e.; node 2 in this way intermediate nodes between node 3 and node 7 i.e., 2, 6, 5 will forward the packet from source to destination. In the absence of malicious nodes the legitimate path from node 3 to node 7 will be 3-2-6-5-7 so number of hops the packet travels is 3(three).
Figure 1. Example of Wormhole Attack
Now when wormhole nodes are present as well as they are malicious nodes so now the nodes A and B will get activated and these nodes create an illusion to source and destination that they are immediate neighbours and they can hear each other request so transmission take place between node 3 and node 7 via node A and node B.
Types of Wormhole Modes
The wormhole attack can be launched by given below modes they are listed below as; Packet Encapsulation or In-band Channel: in this type of mode the malicious node captures the packet from legitimate node or source node and encapsulate the packet header of the original packet and destinate it to the other malicious node. After receiving the encapsulated packet the other malicious nodes either drop the packet or forward the packet to other nodes which are present in the network. The attacker nodes are within the network. Out-of Band Channel: in this type of mode the malicious nodes are connected to each other via an outer link. A channel with high bandwidth is placed between the nodes at the two ends so as they can create wormhole link. High Power Transmission: in this type of mode when the source node forward the packet the attacker node captures it and transmit it to the destination node with a high power, it enforces the nodes to follow the path (the wormhole link) and so that all traffic passes to this link.
Classification of Wormhole Attack
Recent studies has classified the wormhole attack on various ways, these attacks are classified on the basis of these ways they are listed below [1, 5] .
In the way these nodes are implemented; The medium chosen by these nodes; In the way they attack; on the bases of their visibility.
Here discussing the type of attacks on their visibility bases. So they are classified simply as:
1. Open wormhole attack/ exposed
2. Half open wormhole attack 3. Closed wormhole attack/ hidden Open Wormhole Attack: open wormhole attack is also known as exposed attack; in this type of attack the malicious node include their identity in the packet header. Whenever a node want to forward the packet it updates its packet header and encapsulate its identity the nodes follow the route discovery procedure. When the malicious node captures the packet it includes its identity in the packet header as the other authentic nodes do. Hence the legitimate nodes are aware of the presence of the wormhole nodes, these wormhole nodes may not be necessary be malicious. Here both the malicious nodes are visible. Closed Wormhole Attack: also known as hidden attack, this of attack does not update the packet header at the time of route discovery process hence the legitimate nodes are unaware of their presence. These nodes capture the packet and transmit the encapsulated packet to the other malicious node with the help of tunnel. After receiving the packet the other malicious nodes either forward the packet or discard the packet. Here other the malicious nodes are invisible. Half Open Wormhole Attack: in this type of attack the malicious node at one side of the network update its identity in the packet header at the time of route discovery process. Here one malicious node is visible and other is invisible to the legitimate nodes in the network.
Impact of Wormhole Attack
The impact of wormhole on the network is very severe, as it affects the overall performance of the network by decreasing the throughput of the network by dropping the packets. Not only it affect the throughput but also various parameters of the network.
Literature Review
Till now various techniques have been proposed for prevention and detection of wormhole attack.In [1] , in this paper the impact of wormhole attack is descripted as well as a concise detail of wormhole attack and its types are explained. Also present various detection and prevention techniques. It explains how the network is affected and the throughput degrades as a result of dropping packets.
In [2] , a review on prevention of wormhole attack in MANET is provided. Information related to the security issues is also included. Wormhole and its modes of operation and types are also explained in a concise and precise manner.
In [3] , a method known as wormhole attack prevention (WAP) algorithm was proposed. In this method the node maintains a neighbour node table and monitors the behaviour of its neighbours. This method uses a special timer known as WPT. This method failed to detect the false positive alarm.
In [4] , a concept called a complex wormhole is introduced to improve the wormhole attack. From the view point of attacker the author finds the pros and cons of particular mode. This paper provides the full image of the wormhole including the way they are operated as well as their classes. Also provide information related to the effect of wormhole on both the routing protocols (proactive and reactive).
In [5] and [6] , the authors provide a deep study on wormhole attack and also explains the various proposed techniques for prevention as well as detection of wormhole attack. Explain the wormhole and its variants and the consequences this attack have on both types of routing protocols.
In [7] , author introduced a method known as multi-layered detection mechanism for wormhole attacks in AODV. This technique is capable of detecting the wormhole nodes at the early stage of route discovery process, it is layered structures which consist of the four main layers in this approach and each layer in the architecture have a predefined tasks.
In [8] , the author proposed a novel approach for securing AODV based MANET using neighbour node analysis approach against wormhole attack. In this approach for secure transmission nodes monitors its neighbour nodes behaviour. Each node maintains a table. It identifies the attack and also removes the wormhole link.
In [9] , in this paper the author provides a comparative study on the evaluation of various performance parameters such as throughput, end to end etc. between the two routing protocols namely AODV AND DSR against wormhole attack.
In [10] , in this paper the routing protocol DSR is modified to detect and prevent wormhole attack in MANET. The proposed approach concentrate on the detection of the malicious (misbehaving) nodes which are responsible for the occurrence of wormhole attack in network and try to figure out this attack. The performance parameter evaluated here are namely; jitter, throughput and delay.
In [11] , this technique is an improvement to the previous method "WAP". The new technique is able to detect the false positive alarm known as WADP, (wormhole attack detection and prevention.). It provides the two way verification by integrating WADP with node authentication in modified AODV.
In [12] , in this paper throughput performance analysis is carried out between the two attacks one is the wormhole and other is Sybil attack the routing protocol here is AODV. The analysis result shows that the wormhole attack is more severe than the Sybil attack.
In [13] , this paper present a brief introduction to the three attacks namely, the wormhole, black hole and gray hole attack. For the analysis only two attacks the black hole and gray hole are considered. For this firstly two networks are established, one checks the behaviour of normal AODV protocol under various performance parameter and the other checks the behaviour of the protocol under some malicious behaviour.
In [14] , in this paper an overview of wormhole attack as well as previous work is presented. A brief introduction to the reactive protocols namely, AODV, DSR, DYMO, ANODR is described. Paper focuses on the analysis of the behaviour of the protocol for the three modes namely; all pass, all drop and threshold of the wormhole attack in the mobility and non-mobility domain.
In [15] , paper presents the overview of AODV routing protocol, and analysis the various security threats which affect the on demand routing protocols. Each security attack has been described here in brief.
In [16] , a survey of wormhole attack in DSR routing protocol is done. Describes the various detection and prevention techniques and also provide solutions to these techniques.
In [17] , this paper presents the two techniques one for the black hole attack and other for wormhole attack. An intrusion detection technique is to detect black hole attack in AODV and hop count analysis to detect and prevent wormhole attack.
The [18] , [19] Both are proposed where strict clock synchronization and global positioning system coordinate all nodes.
Restrict the maximum transmission distance of packets.
Directional Antenna in (2004) [20] Requires low synchronization.
Each node is equipped with special hardware. Directional errors.
LITEWORP in (2005) [21]
Guard node is used to detect the wormhole if one of its neighbour is behaving maliciously.
Not always possible to find guard node for particular link. SAM(Statistical analysis method) in (2005) [22] No need of synchronization. Clustering needed for mobility. PAM function is used.
False alarm is not handled.
Delphi in (2006) [23] Detects both hidden and exposed attacks.
Can't detect the location wormhole and False alarm.
HMTIs in (2006) [24] No synchronization. False alarm is detected.
Jitter to be calculated. Can detect only short ranged wormhole. EDWA in (2006) [25] For both detection and identification.
No need of clock synchronization. No special hardware required.
Effective only when both source and destination are near.
WAP(Wormhole attack prevention) in (2008) [3] Synchronization needed only at source node. Detect both hidden and exposed attack. [26] , [27] resp. Trust based model is used to detect intrusion. Arithmetical method analysis wormhole attack. Also identifies wormhole tunnel.
Failed to detect false alarm detection.
MLDW in (2013) [7] Allow early detection of wormhole attack during the route discovery phase. Doesn't require special hardware or clock synchronization.
Maximum overhead.
WADP in (2014) [11] Detect false positive alarm. Failed to detect of hidden attack
Conclusion
This paper present an overview of wormhole attack, explains the type of attack and the modes by which they are operated and also the impact of wormhole attack on network. It provides the concise and precise description of wormhole attack. Paper also focuses on the various ways to detect and prevent this attack, describes the effect of wormhole attack on the various performance parameters. Hence we can conclude that the security against wormhole attack is a challenging task as various techniques have been implemented and proposed but still it is very severe attack.
